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Abstract - Today's smartphone has become a “black box” a closed and encrypted history of an
individual's photos, conversations, financial data, health information, and personal documents. Often
when the owner of such a device dies, this record is forever lost and there is no way for grieving families to
recover a lifetime of memories. This article will explore the legacy contact feature, a new tool that has
been integrated into the main mobile operating systems, cloud storage and social networks that allows
users to designate trusted contacts to gain access to their digital content upon their deaths. The article
provides a breakdown of how the nomination process, access key mechanism, verification safeguards,
including death certificate and manual review, and careful separation of shareable memories and
permanently protected credentials work, drawing from a review of official documentation on the
platform, publicly reported legal disputes, and emerging literature on digital estate planning. The results
show that there is a lack of awareness while everyone can access technology, and it only takes a few
minutes to set up, most smartphone users have never interacted with it. The article suggests that digital
inheritance planning should be as culturally accepted as the planning of traditional property and that if it
was widely implemented, it would provide significant emotional, legal, and economic benefits to society
because of legacy contacts.

Keywords: Digital legacy, Digital inheritance, Legacy contact, Digital estate planning, Posthumous data
access, Data privacy, Digital will, information awareness.

1. INTRODUCTION

All commercial aircraft have a flight recorder, or "black box,” which is designed to record an accurate
record of events in case of an accident, allowing those who survived to know what went wrong. Almost all
adults in the 21st century have a similar device in their pocket. The smartphone has become the most
complete biographical record ever made for the common people, without anyone being aware. It
contains decades of photos, videos of kids taking their first steps, messages from parents, private
correspondence, medical reading, financial records, professional documents and much, much more, just
about every other aspect of the individual's digital life.

Artefacts that previous generations left behind were all easy to pick up and hold photograph albums,
handwritten letters, diaries and paper files in cupboards and lockers. The current generation is a sealed
glass rectangle with a passcode, fingerprint, facial recognition, and multiple layers of robust encryption,
all of which are difficult to crack. It's a protection that is necessary during the owner's lifetime, it's what
keeps criminals and strangers out of our personal lives. But the same protection results in a post-mortem
side effect that is most painful. The device that has faithfully recorded a lifetime becomes a locked vault
and the family who stands next to it with all legal and moral rights to its contents cannot open it.
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For bereaved families, litigation was the only way to redress the situation until recently. Because service
providers were also subject to privacy laws and encryption architectures that made it hard or impossible
to comply, court orders were sought to compel service providers to unlock accounts, which could take
months or years and often failed. Widows, widowers, and parents have publicly talked about how they
have lost a loved one and then found that all the pictures of that loved one were just inches away from

them.

Airplanes Have a Black Box
Every commercial aircraft has a flight
recorder (black box). It records what
happens during a flight so that if there's
an accident, investigators can know
what went wrong.

FLIGHT RECORD
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Records events to help people
understand what happened.

e Families Used to Rely on Court Orders

Until recently, the only option for many families
was 10 go to court. This could take months or years

and often stillfailed because of privacy laws
and strong encryption.
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Your Smartphone: A Black Box for Your Life

It quiety records your journey. Here’s how it works, why it can be locked, and how to make sure your loved ones can access it.

Your Smartphone Is a Black Box
Your smartphone does something similar
for your life. It quietly records and stores
almost everything about you.
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A complete record of your life, right in your pocket.

A Better Solution: Legacy Contact

Maost modern devices now have a legacy contact
(or similar feature). It ets you choose one or more
trusted people who can request access to your data
in the cloud after your death, through a secure
and verified process.
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ever made for ordinary people.

How It Works
The exact steps vary by provider, but the idea is simple:
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Strong Security Keeps It Safe

Your phone is protected by multiple layers
of security to keep criminals and strangers out.
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But It Can Become a Locked Vault

If you pass away and didn't set up access,
your phone and online accounts can become
alocked vault. Even your family, who has all
legal and moral rights, may not be able to openit.

All the memories may be just inches away,
but out of reach.

1) Awareness Is Still Low

Many people don't know this feature exists
and have never visited the settings page.
By setting it up today, you can bring peace
of mind to your loved ones tomorrow.

Take a few minutes

today, Set up your
1 Youchoose  2.Afteryourdeath, 3.Theprovider 4. Theycanaccess 0 Contacts Fullcontrolof all accounts PN Togacy contact.
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° | | QY Your life’s
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A secure, dignified way to keep your memories alive for loved ones.

It helps your family, while still protecting
important boundaries.

for grieving families.

¥ Plan Today for a Kinder Tomorrow |

Just like previous generations left photo albums and letters,
we can leave a digital key for our loved ones.

Fig -1: Your Smartphone A Black Box for your Life

A little known yet powerful remedy is how available in most modern devices. The legacy contact feature
enables a living user to designate one or more trusted individuals usually a spouse, parent, sibling, or
adult child who can initiate access to the user's data stored in the cloud in the event of their death, by
following a secure, verifiable, and dignified process. Similar programs are found in the other mobile
ecosystems, cloud platforms, and social networks, and are known as legacy contact, inactive account
management, and profile memorialization. The feature is the key that we leave behind for the black box
we carry in effect. The awareness of the public about this facility is very low despite its importance. Most
users have never even visited the respective settings page, and many users don't even know that the
option is there. This article aims to fill this awareness gap. It provides an overview of what the legacy
contact is, how it works, what it shares and what it protects, why it's important to families and to society,
what economic factors are at play, and what its current limitations are. In so doing, it welcomes all
readers to understand digital inheritance as the previous generations have understood the property will.

2. OBJECTIVE OF THE STUDY
The main goal of this article is to raise public awareness about legacy contact features, and the field of
digital estate planning in general. This is achieved with five specific aims in the article.
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The first objective is descriptive, to describe, in a non-technical and understandable but precise way,
what is a legacy contact, how does a user designate one and what technical and administrative
procedures are in place for posthumous access. This information can be found in official documentation
published by service providers, but is spread out, uses technical language and is not often read by the
public. Putting it all in one, neutral, non-brand specific, account allows readers to see a full picture that
the individual help page does not offer.

The second goal is protective, to define what information a legacy contact can access, including
photographs and messages, notes, and files, and what information will be permanently protected, such
as stored passwords, passkeys, and payment credentials. This boundary is not well understood by the
public, leading to two types of misconceptions. Some people don't nominate as they incorrectly think that
they are giving away their money, and others nominate someone and incorrectly assume all accounts
and subscriptions are transferred. Both errors have consequences and this is the primary aim of this work
to correct both.

The third goal is societal, to show how and why posthumous access to data is important for society. The
article discusses how difficult it was for families to cope without these features, how burdensome it was
for courts and providers to deal with, and how much cultural change is heeded, so that digital wills join
traditional wills as a routine adult responsibility.

The fourth objective is important, to determine the remaining gaps. These include low take up rates, the
short time window of access, the autonomy of each of the nominees and the fact that third party
applications are not included in the process. If an article on awareness only included pros, it would not
pass the test with its readers, it is important that it be balanced to be able to have informed consent.

The fifth aim is economic and professional, to place the legacy contact in the broader economic
landscape of the cloud and the emerging field of digital estate planning and to demonstrate its
relevance for engineers designing such systems, managers managing organisational data, lawyers
drafting modern wills, policy makers regulating posthumous data rights, and ordinary citizens wishing to
safeguard their memories. In sum, these objectives are all part of a broader goal No one who reads this
article should ever again take his digital life for granted.

3. METHODOLOGY

This article takes the approach of a narrative awareness review, as is suitable for its purpose, which is one
of public education, and not an empirical study. Four strands of enquiry were combined, which were
complementary, and chosen to make the account accurate, up to date, balanced and commercially
uninfluenced.

The first was a systematic reading of official documentation of the main providers of mobile operating
systems, cloud storage, and social networking. These documents provide authoritative information on the
conduct of nomination, verification requirements, categories of data released and time limits. Such
documentation is updated regularly with software versions, so it was necessary to ensure that the most
up to date published documentation was used and that mechanisms were described in terms of their
stable design principles, rather than transient interface details. As required by the neutrality of this article,
all providers are generically referred to.
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The second strand was an analysis of court cases and investigative journalism reports of grieving families
trying to gain access to a loved one's online accounts after his or her death. The accounts come from
various countries and legal systems and provide the human and legal background that led to the
development of legacy contact features. They show the distance, the expense, and the high rate of failure
of court ordered access, and thus provide a before and after comparison, which puts into human terms
the value of the modern mechanism.

The third strand consisted of a review of new research and literature in the fields of digital estate
planning, digital inheritance law and posthumous data rights. Written by legal scholars, information
scientists and consumer research organisations, this literature represents the conceptual vocabulary of
the field, with the digital asset, the digital will and the fiduciary management of online accounts being just
some of the concepts that have been developed, and that are the subject of this article, and the extent of
public awareness of these concepts is consistently low.

The fourth strand was analysis synthesis. The information from the three previous strands was fact
checked and de-packaged and presented in the form of answers to questions that a normal reader
would ask what is this feature, how can | use it, what will my family get, what won't my family get, what
can go wrong, and why do | need to do it now. The article outlines the spectrum of approaches and does
not single out any one design as the right one where providers diverge in their implementations. The facts
which were not verified by authoritative sources have been left out. The aim is to produce a reliable,
independent document which the reader can rely on and act on.

4. UNDERSTANDING THE LEGACY CONTACT CONCEPT
Legacy contact is someone a user designates, in the settings of a device or online account, to have
access to the user's data after his or her death. The idea is quite simple but powerful.

UNDERSTANDING THE LEGACY CONTACT CONCEPT &wic. O

e p - . _— You choose who holds it,
Your life, your choice, your memories — safely passed on, when the time is right. and when it can be used.
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Fig -2: Understanding the Legacy Contact Concept
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The typical way that digital security goes is reversed. Normally, all the mechanisms in modern devices are
configured to prevent others from entering. The legacy contact is the only mechanism that is intentionally
created to allow someone to get in, and then only under certain conditions and when the owner's death is
officially determined.

It was a clash of values that resulted in the idea. On one side there is privacy providers encrypt user data
and don't give it out, not only because the law requires them to do so, but because users trust them to do
so. On the other side are compassion and inheritance Families may have legitimate moral, and
sometimes legal, rights to the memories and records of their deceased loved ones. This collision has for
years been badly dealt with, litigated, frustrated, and lost. The legacy contact does it well, by posing the
question to the one person who has the authority to decide the user to do so before they are
incapacitated or dead.

The nomination is done on a voluntary basis, is free of charge and can be revoked at any time. Typically, a
user can designate one or more persons in whom the user has trust, such as a spouse, parent, sibling, or
adult child, but it is the user's decision. Most importantly, the nominee doesn't get any of the access
during the user's lifetime. The nomination is a conditional, not present, future right and the user can alter
or cancel the nomination at any time, such as in the event of a divorce, a death, or a change in family
trust.

What's important to realize is that the legacy contact concept in different forms is present in virtually
every aspect of the digital ecosystem. One of the top smartphone manufacturers implemented a formal
legacy contact facility in its operating system and cloud services. A large search engine and cloud
service provider provides an inactive account management service that informs and passes along
information to a designated individual after a predetermined period of inactivity. One of the popular
social networking sites provides a way for users to designate contact to run a memorialized profile. Other
tech firms have various types of dead user processes. The concept is hot the property of any single brand,
it is becoming the norm of responsible design of digital services, just like seatbelts became the norm of
responsible design of vehicles.

5. HOW THE NOMINATION AND ACCESS-KEY MECHANISM WORKS

The actual functioning of a legacy contact facility can be broken down into two stages the nomination
made by the user while alive and the access request made by the nominee following the user's death.
The first phase is discussed under this heading.

Nominations start in the user's device or online profile account settings. For a typical implementation on a
modern smartphone, the user would go to the settings application, select their personal account, then go
to the sign-in and security areq, and then choose the legacy contact option. The interface then asks the
user to choose one or more contacts he or she trusts, either from the user's contact list or to manually
input information. The entire process typically only takes a few minutes and doesn't involve any fees, legal
or technical help, or anything else.

After confirmation of a nominee, a unique access key is created in the system. It is a long code that is
generated by a machine and is the technical core of the whole arrangement. It is not a password to the
account it does not give any access to the account during the user's lifetime. It is not instead a proof that
the nominee will present later, but one of two, the other being the death certificate, which will prove that
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the condition for access has arisen, and the key will prove that the deceased person had intentionally
chosen this individual.

The user has an option of how the key will be handed to the nominee. It can be sent electronically via the
platform’s own messaging service, which will automatically be stored on the nominee’s device, or it can
be printed on paper and kept with the user's important documents, e.g. a will with a solicitor or in a home
safe. Many advisers recommend doing both as electronic copies may be lost when devices are replaced
and paper copies may be lost when moving house. The user could also create the key again or
completely revoke a nominee anytime.

HOW THE NOMINATION AND ACCESS-KEY MECHANISM WORKS

Two stages: 1. You nominate a trusted person while alive 2. They use the key and a death certificate after your death.
Let's look at the first stage — how you nominate and create the access key.

0 Open Your Settings e Choose Your Nominee e Confirm Your Choice o A Unique Access Key Give the Key to You Can Change
On your smartphone or online Pick one or more people you Review the details and Is Created Your Nominee It Anytime
account, go to Settings, trust, either from your contact confirm your nominee(s). After confirmation, the system You decide how the key is
select your personal account, list or by entering their generates a unique access key shared. It can be sent You can create a new key,
then open Sign-in and Security, information manually. —a long code made by a electronically through the add or remove nominees,
and choose Legacy Contact. computer. This key is the proof platform's messaging service or completely revoke a
that you chose this person. or printed on paper and kept nominee whenever
with your important documents. you want.
Settin, Your Access K
gs i) Send ( p
My Account o Electronically "
2w £ M [ o
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- Double-check and confirm. Many people do both —
It's quick and easy — only You can choose one or more No fees, no legal help, no The key stays safe and inactive an electronic copy and You're always in control.
afew minutes. people you trust. technical knowledge needed. during your lifetime. a paper copy.
It's Silent and Inactive Safe for Many Years A Kinder Future Your Choice, Their Support

I ’ , Y::r nominee wi:: be [no!(';gedd,_bz{t {\?'thing The setup just sits there, harmless . When the time comes, it can be an ... Z:: ;zniz';mlgsai;*im itis stored,
changes in your day-to-day digital life. el .
‘ No it = el no' s cass e orioad and unused, for many decades, orderly administrative process .‘ its a simpla step that brings peace of mind

in the hope that it won't be necessary. instead of a difficult legal process.
and no monitoring is taking place. pe o : il for you and the people you care about.

o
5 Plan TOday for a Klnder Tomorrow ‘ A simple step now can make things easier for the people you care about later.

Fig -3: The Nomination and Access-Key Mechanism Works

It is a thoughtful detail that needs emphasis, nomination is silent in its effect. The nominee will be notified,
and should be, but nothing changes in the user's day to day digital life. No data is being duplicated, no
access is being opened, and no monitoring is taking place. The setup just sits there, harmless, and
unused, for many decades, in the hope that it won't be necessary. But when the time comes, it can be an
orderly administrative process as outlined on the following pages, rather than a legal process.

6. THE VERIFICATION PROCESS DEATH CERTIFICATES AND MANUAL REVIEW

The second stage of legacy contact is the most challenging time of a family's life. Upon death of the user
the nominated person makes a formal request for access to the service provider. The design of this phase
is an expression of a delicate balance the process needs to be humane and feasible for the grieving
family member, while at the same time being severe enough to prevent fraud, impersonation, and
premature access.
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The nominee will submit 2 items. The first is the unique access key the deceased user created when he
nominated the user, which can be found on the nominee's device or on a printed copy of the access key
that was stored with the deceased's document. The second is an official copy of the death certificate
from the competent civil authority. Both are needed but neither is enough. Without the key, a person with
a death certificate can't get access and vice versa. Both requirements are necessary to determine that
the person died and that the death was intentional and desired by the person.

Important The request is not processed automatically. The provider's staff manually check the
submission, which involves checking the death certificate and validating the access key with the one
created for that account and nominee. This is a conscious safety measure and is a human review
process. It enables anomalies to be challenged, documents to be identified as fabricated, and
documents that are genuine but less than perfect such as foreign language certificates to be dealt with
judiciously rather than automatically rejected by an algorithm.

THE VERIFICATION PROCESS
DEATH CERTIFICATES AND MANUAL REVIEW

A secure, humane and careful process to give families access when it matters most.

A Formal Request Submit Two Items Manual Review If Approved 0ld Credentials Use the Device Limited Time
I Peopl s
by Real People No Longer Work Freely Access
After (hg user has passed away, The nominee must provide The provider's staff manually When the review is successful,  For security, the original The activation lock is The legacy account is
the nominated person (legacy two things. Both are required check everything. This is not a special legacy account is account sign-in details are removed, so the family can available for a limited
contact) mjakes a i9rmal request  and neither is enough done by a computer opened for the nominee. disabled and can't be used use the deceased's device time, typically about
to the service provider for on its own. automatically. again. (smartphone, tablet or three years. After that,
access. f = l computer) without fear of the account and all data
. 1.The Unique it being p are and
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verification process certificate are needed. = s during the access period. using the old account. normally. during this time.
A Humane Process Stronger Protection Less Stress, Less Litigation A Clear Ending
Designed with care and respect Manual checks help stop fraud, OO | ramilies can access important w After the limited time, the legacy
for grieving families. It usually takes identify fake documents and .. memories without long legal battles. account and data are permanently
days or weeks, not years. handle unusual cases fairly. deleted, keeping everyone's privacy safe.

I Honoring Lives. Supporting Families. | Secure. Thoughtful. In Your Hands When It Matters Most.

Fig -4: The Verification Process Death Certificates and Manual Review

If the review is successful, the provider will open a special legacy account for the nominee that will allow
them to access and download the deceased's information. At this stage several important consequences
ensue. The original account credentials will no longer work, so that the old sign-in credentials cannot be
used again. In contrast to the previous version, the activation lock is no longer in place, which allows the
family to use the deceased's device, whether it is a smartphone, tablet, or computer, without fear of it
being permanently locked to the deceased's account. If it is available, the nominee's access is for a
limited time, typically for about three years, at which time the legacy account and data is irrevocably
removed. The family is thus expected to download and save anything they want to save in that window.

The whole process is one that usually takes days or weeks to complete, is done with dignity and privacy,
and avoids years of litigation which formerly faced bereaved families.
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7. WHAT DATA IS SHARED AND WHAT REMAINS PROTECTED

Perhaps most importantly, the legacy contact design is the one that places a boundary between two
types of information information that families need to be remembered and information that should never
be handed over to anyone credentials and entitlements.

On the easy side of the line is the stuff of a person’s life on record. For many families, the most valuable
type of information in a person's cloud library is photographs and videos, which can usually be shared
with a verified legacy contact, along with written messages and correspondence, personal notes and
documents, contact lists and calendars, files stored in cloud storage, information about downloaded
apps, and complete device backups. It's the digital version of photo albums, letters, and diaries that
previous generations stored in cupboards. It is the history of birthdays and weddings, of children growing
up, of people who no longer exist, of conversations that will never be repeated It is the stuff that hurts
families the most and the longest when it is lost.

WHAT DATA IS SHARED AND WHAT REMAINS PROTECTED

The legacy contact is a key to memories, NOT money.

It lets your loved ones keep what matters, while keeping your private logins, payments and entitlements safe.
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Fig -5: What Data Is Shared and What Remains Protected

The material to be protected is on the protected side of the line. The passwords and passkeys used to
access other accounts the deceased may have on the Internet are never given to a legacy contact for
any reason. Payment card information and associated financial credentials are also permanently
banned. Also, licenses to use digital content films, music, books and subscriptions are not transferable, as
they are licenses held by the deceased and not property.

This boundary pays to ponder, as it addresses the two concerns that typically keep people from utilizing
the feature. The first fear is the user's giving relative access to his or her bank accounts and private logins.
No, it's not possible because of the design. The second fear is shared by the general population that
posthumous access mechanisms could be used to defraud finances. This is because the death
certificate requirement and manual review are not accompanied by credentials.
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The design philosophy can thus be simply expressed. The legacy contact is a key to memories, NOT
money. It guarantees that all your photos will live on for a lifetime, but it also guarantees that all your
passwords won't end up in anyone'’s hands, no matter how trustworthy they may be. If users know about
this limit, they can nominate their loved ones with confidence and families who understand this can make
realistic expectations before starting the process.

8. EQUIVALENT FEATURES ACROSS OPERATING SYSTEMS AND PLATFORMS

While legacy contact is most often linked to one dominant smartphone ecosystem, it's been put into
practice sometimes in interesting ways in the digital world. To be truly knowledgeable about digital
inheritance, it's important to understand these parallel mechanisms that most people have multiple
digital lives on simultaneous service providers.

EQUIVALENT FEATURES ACROSS OPERATING SYSTEMS AND PLATFORMS

Different companies use different names and approaches, but they all help make sure your digital life is cared for when you're no longer around.
Most people have multiple digital lives. Set up each account so your memories, data and wishes are respected everywhere.
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Fig -6: Equivalent Features Across Operating Systems and Platforms

One of the major search engines and cloud services providers provide a facility that is generally referred
to as inactive account manager. It works on a completely different design, based on a certain time of
inactivity, not on a death certificate. The user selects a period, such as 3-months, 6-months, 12-months,
or 18-months, and if the user does not use the account for the selected period, the system will first try to
communicate with the user using various means. If those attempts are unsuccessful, it will only do so
according to the user's previous instructions. The user can name up to 10 trusted individuals to be notified,
and can specify exactly what content, whether it be electronic mail, photos or cloud documents, each
trusted individual can download. After the process is completed, the user can also delete the account
altogether. The inactivity based design has a significant benefit it works even if nobody in the family is
awadre of its existence, and a significant risk users need to make sure that the inactivity period is kept
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realistic to prevent accidental inactivity, or so to speak, inactivity of the account, caused by a long illness
or imprisonment of the family member.

One of the most popular social networking sites tackles the question by way of memorialization. After a
user is notified of the death, a legacy contact can write a pinned tribute, change the profile picture, and
accept friend requests on behalf of the deceased user. Significantly, this contact cannot read the
deceased's private messages, which means that the third parties who were in touch with the deceased
will not lose their confidentiality. Alternatively, a user can specify that their profile be deleted at the time of
death.

Other tech firms, such as big computer software and consumer electronics makers, have more traditional
deceased user procedures that typically involve the next of kin filing a legal document and sometimes
court order via customer support. These processes are generally not as fast or automated as the above
purpose built processes. The lesson for the readers is clear Digital inheritance must be set up on a
provider by provider basis. While it's important to have a legacy contact set up on a smartphone, a
comprehensive digital will include all the major accounts a person has.

9. TECHNIQUES AND TECHNOLOGIES INVOLVED
There is a lot of engineering behind the simple settings page of a legacy contact facility, and, by
understanding it, readers can be more confident in the mechanism they are being urged to use.

TECHNIQUES AND TECHNOLOGIES INVOLVED

A lot of smart technology works togethertto keep your data safe and make sure it goes to the right person, at the right time.
Here’s how it all fits together:
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Fig -7: Techniques and Technologies Involved

The key to it all is encryption. Modern smartphones and cloud services encrypt data both in transit and at
rest, that is, it is scrambled mathematically so that it can only be read with authorised keys. This is why a
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locked device belonging to a deceased individual can't be unlocked by a technician and why so many
court orders against providers were unsuccessful With many configurations, the provider has no way to
decrypt the device. This encryption is not affected by the legacy contact mechanism. Rather it forms a
legal, consensual process to skirt the locked device and allows the nominee to access the cloud-stored
copy of the data via a newly issued, fully authenticated legacy account.

The access key is based on a second principle pre-authorised consent. The key is a token that is unique
to each nominee, and is cryptographically generated, thus reflecting the user's intentional choice. It's
worth nothing unless it has the death certificate, so it can be kept with only minimal safeguards, and the
death certificate is worth nothing unless it has the key, so the state’'s document opens nothing. Two
factors are used, reflecting the two factors of authentication used for living users’ accounts, but in a
posthumous context.

The third layer is provided by identity verification. The death certificate is manually reviewed by trained
staff, deviating from full automation, at the most sensitive point. The death certificate is a civil registry
document, and its verification is a link between the digital process and state legal framework.

A fourth element, the activation lock, is an anti-theft system that ties a device to the owner's account,
making it impossible to wipe and sell a stolen device. This protection would also be in place after death,
so the legacy process also involves the authorised removal of the lock, returning the physical hardware to
the family.

Lastly, cloud storage architecture allows for the entire arrangement. The user's photos, messages, and
documents are synched to the provider managed data centres, which means that the data will still exist
even if the physical device is destroyed or lost, and the time limited legacy account can make it available
to the nominee in an orderly, downloadable format. These technologies combine to transform an
emotionally charged issue into something safe and repeatable that is administrative in nature.

10. BENEFITS FOR THE PRESENT GENERATION AND SOCIETY

The first generation of legacy contact features is the current generation’'s families and the relief starts with
a very particular kind of suffering. Both bereavement counsellors and family lawyers have referred to the
unique pain that can be felt by the family members of a deceased person who leaves behind a locked
phone that contains all their photos, videos, and saved messages. It's not just an abstract inconvenience
it's the loss of the recorded presence of a person at the time when the family needs it most. The legacy
contact will make this second loss not as bad as the first.

The legal system is another part of society that is benefited. Prior to these capabilities, many courts
across the globe were spending time on cases about posthumous access to data, resulted in
inconsistent decisions, and pitted grieving family members against technology companies that were
hamstrung by privacy law. For every legacy contact correctly set up, it's one future lawsuit that will never
be filed. The mechanism, multiplied by millions of users, takes some pressure off judicial systems and
eliminates a potential flash point between citizens, corporations, and regulators.

Another upside to public confidence in technology is that it can be used to help build public trust. Citizens
are regularly invited to place everything they've ever done, from photos to emails, in the cloud and if this
information is lost on death, it erodes trust. A clear and transparent inheritance process with dignity,
coupled with good governance, shows that providers consider users’ data as belonging, morally, to users
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and their families, and not to the platform. This makes the social contract that the whole digital economy
is based on more robust.

BENEFITS FOR THE PRESENT GENERATION AND SOCIETY

A simple idea. A big difference. When you set a legacy contact, your data and devices can be passed to the right people
in a safe and legal way after you die. This helps your loved ones, the legal system, society and everyone who uses technology.
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Fig -8: Benefits for the Present Generation and Society

The same is true for households, as they also benefit from practical and economic advantages. Taking
out activation locks puts valuable hardware back in the hands of families, without loss of money or
electronic waste. The orderly transfer of documents can be materially important, family photographs
could be required for memorial services, notes might include the location of important documents and
correspondence might provide clarification of the deceased's wishes.

Lastly, the feature helps to safeguard society against misuse as well as loss. The requirement for a death
certificate, the manual review, and the requirement that passwords and payment credentials not be
used, make it difficult to transform the mechanism into a means of fraud, coercion, or identity theft.
Society is better off because they not only have a remedy for grief, but they also have fewer lawsuits, they
are less susceptible to abuse, and they are better off trusting the digital world.

11. BENEFITS FOR FUTURE GENERATIONS
The benefits to the present generation are relieved grief, and avoided lawsuits, but the benefits to the
future generation are something bigger the survival of memory itself.

Historians can build up the life of people in the past from the things they left behind. Letters, diaries,
photographs, and papers of earlier centuries have survived because they were things a shoebox of
photographs doesn't require a password. With the digital age, this default has been turned on its head. In
the future, the ordinary record of an ordinary life will disappear automatically unless there has been
conscious efforts to save it. A child born today whose parents have no digital inheritance plan may end
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up with virtually no photos of his or her infancy, no recordings of parents voices, and no written record of
the family's daily life not because of the lack of photos, recordings, or notes, but because the photos,
recordings, and notes were made behind locked doors. Scholars have started to refer to this peril as a
potential Digital Dark Age at the family level.

The easiest defence against this stealthy deletion is the legacy contact. By nominating a family member,
a user is not just doing a favor for the spouse or kids, but he or she is also setting the stage for
grandchildren and great-grandchildren to have a more extensive record of their ancestors than ever
before. A well transferred photograph collection will be able to be copied, backed up, and passed on by
the family indefinitely once it has been downloaded and preserved. Well-used legacy access window is
the three year period that a family can use a locked cloud account as a permanent household archive.

The norms that are created by the present adoption also have an impact on future generations. As the
previous generations came to think of property wills and life insurance, children who witness their parents
setting up legacy contacts, talking about digital wills, and storing access keys with important documents
will view digital estate planning as a normal adult task. Once such norms are in place, they are spread at
virtually no cost.

w2 BENEFITS FOR FUTURE GENERATIONS gz~
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Fig -9: Benefits for Future Generations

Finally, it is the fact that these features are ubiquitous today and will therefore impose pressure for
improvements in the future longer access windows, a standardised inheritance protocol across providers
and a clearer legal framework of digital assets in succession law. The imperfect mechanisms of the
present will form the basis for the future generations to construct a mature, universal system of digital
inheritance and each nomination made today helps to reinforce that basis.
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12. POSTHUMOUS PRIVACY BALANCING THE RIGHTS OF THE DECEASED AND OF OTHERS

An honest discussion of digital inheritance cannot avoid a question that has been lurking all through this
discussion does the deceased have an interest in not being completely known, even by those who knew
him well. Life is recorded without discrimination on the smartphone. In addition to the photographs a
family desires, it might contain private letters, medical records, personal thoughts and feelings, and
relationships and beliefs that were consciously excluded from the family's life. If the archive is sent to a
legacy contact, then the entire archive is sent. A gift of memory can be an unwanted form of disclosure.

s, 8P POSTHUMOUS PRIVACY oz
bntthoycmamocin. QEREEY BALANCING THE RIGHTS OF THE DECEASED AND OF OTHERS iy

private parts.
Memories matter pnvacy matters too. Respect the past. Protect the present. Build a fair future.
5 5

OUR LIVES ARE ALEGACY CONTACT THE DECEASED MAY WANT THE LAW IS DIFFERENT OTHERS' PRIVACY YOU HAVE OPTIONS
RECORDED EVERY DAY MAY GET EVERYTHING SOME THINGS TO STAY PRIVATE AROUND THE WORLD ALSO MATTERS ‘ AND CAN MAKE A PLAN

\\\ This was a private
B alegacy contact
a message between - '(‘t;‘";; Lheegay oy see

\ @ Photos

) Messages

friends...

nearly everything)

Choose no one
for some accounts

Emails

Medical records

D Request account

In Europe, data A2018 German deletion instead
hts B protection rights courtdecision of transfer
Notes &thoud! generally end said a social media ted
at death, with account s ordinary D Only sync selecte i
each country free property and can content to the clou

tomakeitsownlaws. ~ beinherited, ike
abunde of letters.

A A
Other countries and several

Cy C« major platforms take the i 3
archive is usually sent — being completely known, op;j)osﬁe approach, keeping co-workers or confidants By making your wishes clear,

® tionships
“ Relat

' Beliefs 1
% And more-. If the archive is sent to a Even after death, a person
legacy contact, the entire may have an interest in not

Write your wishes in
. awill or platform tools

Messages in an account often
belong to two people. Friends,

Smartphones can store almost . even by loved ones. This is S : wrote with the expectation of ou turn an uncertain
everything — photos, letters, geéjruﬁs’t’it:ge %h;i?%fb#‘temory called Eost -mortem privacy — gs;:“:;’;‘ﬂgm’m'ses privacy and did not consent inheritance into an instructed
medlcﬂ refco?ds, perfotpal . et haan the r‘? tt to help control how g tolthegd mef:sag(‘as belr;g 3 one.
anbelicis,eventhe partswe . Unwanted form of disclosure.  gHL (LA S Fresented di e
never shared with our family. QO ) i 3
A memory gift should Not every memory Different places. @@ g Respectthe privacy Alittle planning today
l l be a choice, not is meant for Different rules. '.‘ of those who are brings peace tomorrow.
asurprise. everyone. The conversation continues. still alive.
\ Not just a technical issue — Digital inheritance is a continuous conversation between (s::ear o rdfaler;.ili hey \
a shared human responsibility. three groups: the deceased, the bereaved and third parties. TOngox eIy
P ty group P A kinder digital future.

Fig -10: Posthumous Privacy

This issue has been christened post-mortem privacy, or the interest a person has in regulating the
presentation of his or her identity after death. There are differences in the legal systems as to whether
such an interest should be protected. Under European data protection law, in general, when people die,
their data protection rights are extinguished, with individual states having the freedom to enact their own
laws, while a 2018 decision by Germany's highest civil court ruled that a social media account is ordinary
property, and thus can be inherited by parents just like a bundle of letters. Other jurisdictions and several
key platforms take the opposite approach, and hold the confidentiality pledged in life to extend beyond it.

A second interest is to those persons who are living. All the text messages in the deceased’'s account were
sent to or from another person, a friend, a co-worker, a confidant, who would have written with the
expectation of privacy and not consented to the release of the messages after the sender's death. This is
no theoretical issue, it's the reason for a real design split mentioned earlier in this article. One popular
social networking site decides not to include private messages in the legacy archive because, in their
opinion, the privacy of the recipient messages trumps the family's desires another popular smartphone
ecosystem includes the messages in the legacy archive because the owner explicitly nominated them,
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and in their view, that's the end of the discussion. Both roles are not obvious, nor is the clash between two
intelligent engineering cultures itself illustrative.

These tensions translate into concrete advice for the individual user, instead of paralysis. The nomination
decision should be made with clear eyes nominating someone means that they may one day read nearly
everything, but those who don' like the idea have other options. They can nominate no one for some
accounts, or they can choose to have accounts deleted instead of transferred to a legacy contact, if
that's available on the platform, or they can choose to curate what gets synced to the cloud to begin with.
By making wishes clear, for example, in the platform'’s tools or in a formal will, an ambiguous inheritance
becomes an instructed one.

The take-home message for policy makers and designers is that digital inheritance is not a technical
issue but a continuous process of negotiation between the deceased, the bereaved, and the third parties
that are built into every negotiation; and that systems that are mature will have to respect all three.

13. THE BUSINESS AND ECONOMIC DIMENSION

Though the legacy contract is a freebie to the user, it is part of a large and expanding economic field that
should be explored, not only for the reader's understanding of the interests involved but because there is
a real job opportunity in the field.t

o ﬂ THE BUSINESS AND ECONOMIC DIMENSION ...

has value — today o 1) 5 = 7 S . . i
and to,mm,wl ; 4 Digital inheritance is not just a personal feature — it is a growing global industry. },‘;";g@":ﬁ:;“"“s g
It creates trust, new services and real job opportunities, while giving everyday people simple and powerful protection. tomorrow. ‘{A
A HUGE MARKET MORE TRUST REAL QUESTIONS A GROWING LAWS AND GUIDANCE JOBS AND
CLOUD STORAGE FOR USERS FOR FAMILIES PLANNING SECTOR ARE GROWING OPPORTUNITIES
People around the world pay Inheritance features help Families need to think about A new digital estate planning More and more jurisdictions This field creates real job
subscription fees to store people feel safe about storing ~ what happens to a deceased industry is developing around are issuing guidance and opportunities for many people.
their photos, backups and all of their life’s data with a person’s data if they had a these features. enacting laws about fiduciary
documents in the cloud. subscription service. subscription, and how long access to digital assets. Q Engineers
they can access it. =t @ Design systems
@ 5 - PE.
How do How ist diaital asa ature.
I know my We access dowe ha\?e? ais‘ztg: .'g ':;us Sﬁg;es :acfc;;s
lovedonescan /  their photos? :

still access
 mydata.

What
datais
included?

Attorneys

Include digital assets
in wills and advise
on access rights.

9
L
Dgslgnate
Financial advisers

, [ ———— L83 Include digital assets
A GUIDANCE ‘?. in estate valuations.
- ol PR T
) ESTATE PLAN CONSUMER RIGHTS
HR managers
y e R Plan for employee
Builds confidence T ga! sty cad:;ncludem i Professional bodies, ;coounl;‘g;\d dgvic,es
S8 Adefinedlegacy Sentimentaldata (phots,videos, message) attorneys and specialist if an employee dies.
Encogragamore people Eﬂ access window gives Assets with monetary value services help people
This market is worth to subscrs families time to access (domain names, online content, manage digital estates
tens of billions of dollars . Answers the important data in an orderly way. loyalty points, cryptocurrency) and deliver posthumous Specialist services
per year, globally, and it question: "What happens This is an important These assets are now included instructions. LTS sociee shorien
keeps growing. to my data when | die?" consumer protection. |I| ngsiae vahuaticos by francid st/ 4
ggl?R‘EEIggNE PHOTOS OF LOVED ONES 5 A STRONGER FUTURE FOR ALL Gl
o ol CAN'T BE RETAKEN. Atrusted, well- ed digital world creates & =
The basic protection is free of charge. w There is no other personal finance tool sugunger f:“emer:as:?egr conlv?:‘unmes arft;e:e;s
A five-minute settings menu can protect that has such a high payoff for the price. opportunities for generations to come.

your most valuable assets.

Fig -11: The Business And Economic Dimension

The most obvious economic setting is the economy of cloud storage. Major providers offer hundreds of
millions of users the ability to pay recurring fees to store their photographs, backups, and documents, all
of which is measured in tens of billions of dollars per year, globally. This market has several aspects which
are influenced by inheritance features. They boost the confidence of the consumer in trusting a
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subscription service with all the data of his or her life, as now consumers can ask what happens to that
data when they die. They also pose practical questions that families will want to consider, including what
happens to the data of a deceased person if they had a subscription, and whether the defined legacy
access window is consumer protection, as it provides a significant amount of time for the family to
access the data in an orderly fashion.

There's a developing digital estate planning sector around the core platform of features. Attorneys now
are more likely to include a list of digital assets in wills, document the location of access keys and
designate digital executors. Specialist services provide safe storage of the account inventories and
delivery of posthumous instructions. Digital assets include everything from sentimental data to assets
that have monetary value, like domain names, monetised creative content, loyalty balances, and
cryptocurrency holdings, which financial advisers will include in estate valuations. A few jurisdictions have
guidance from professional bodies regarding fiduciary access to digital assets and laws relating to the
issue have been enacted in an increasing number of jurisdictions.

Corporate professionals have a direct interest in the relevance. As a matter of course, engineers are now
required to design systems that can be accessed after death, with digital inheritance becoming a
standard part of the requirements much like security and accessibility. Organisation managers who are
responsible for the data in the organisation need to think about what is going to happen to the accounts
of employees and devices that are in their hands if an employee dies. Digital legacy guidance is starting
to be added to employee welfare programmes in HR departments.

The economic message is welcome simplicity for the ordinary citizen. The basic protection is free of
charge. A five minute settings menu protects assets that have infinite replacement value photos of the
dead can't be retaken at any price. There is no other personal finance tool that has such a high payoff for
the price.

14. THE RESEARCH AND AWARENESS GAP IN THE PRESENT DAY

Despite its many virtues, the one thing the legacy contact has against it is that few people are aware of
its existence. This lack of awareness is the crux of the issue the current article is concerned with and must
be dealt with bluntly.

Consumer research and surveys in various countries have consistently found that few smartphone users
have made any posthumous access arrangement, and many have never thought about it. It's
understandable why the reasons are. The settings are hidden away, in menus that users rarely access,
related to the account. Providers are likely reluctant to label their products as mortality and so don't
publicize the features. But human psychology is against the topic itself thinking about the end of life is not
a pleasant thing, and thinking related activities are postponed as long as possible. The result is an
elegant solution to a painful problem, and one that society has largely ignored, even though it's quite
easy to explain.

It's not just a lack of public awareness, it's also a lack of scholarship. Digital inheritance research is still in
its infancy and is relatively disjointed. Although there has been some legal scholarship on posthumous
data rights in a variety of jurisdictions, there is limited empirical research on how many nominated legacy
contacts are able to access the data, how many access keys are lost, how families emotionally
experience the access process and whether the commonly adopted three year access window is
adequate for grieving families. Although there is little published research on cultural differences in
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attitude towards digital inheritance, there is no doubt that there are such differences and that they have
an impact on adoption. Nor has there been systematic research about the populations that are most
vulnerable to the awareness gap, for example, older adults who have decades of digitised photographs,
but who use settings menus the least.

THE RESEARCH AND AWARENESS GAP
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Fig -12: The Research And Awareness Gap In the Present Day

Another aspect of the gap is education. Digital literacy programs in schools and workplaces include
topics on password hygiene and phishing awareness as well as privacy settings, but very few cover
digital legacy even technologically savvy citizens are not prepared. Likewise, many legal professionals
who can prepare traditional wills are still not aware of access keys, inactivity managers, and
memorialization options, and thus often leave the digital estate completely out of wills. This article only
helps to fill the void in the only way an awareness publication can by compiling accurate and balanced,
brand neutral information in one place and presenting it to the audiences from students to policy makers
who can act on it and to spread it further.

15. LIMITATIONS AND PRECAUTIONS USERS MUST KNOW

While legacy contact is a valuable tool, it also has its drawbacks and users need to be aware of these
points and plan accordingly. Stating these flatly is not attacking the technology, but a requirement for its
use.

The first one is related to the access key. The whole system relies on the nominee's ability to present the
key following the user's passing. If the key is distributed electronically and the nominee has changed
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devices without saving it or if the key is on paper and has been lost over the years, it is much harder. The
precaution is simple to have the key in two or more forms and inform the nominee specifically where the
printed key is located and take care of the key like a will or property deed.

The second restriction is of multiple nominees independence. Implementations often support legacy
contacts being able to act on behalf of the user, e.g., to request deletion of the account and data, and do
so without the consent of the other contracts. Families with poor relationships should carefully consider
this and only appoint a person whose judgment they all trust and discuss their wishes with them during
their lifetime.

The third restriction is the access window, which is only for a limited period. Three years might sound like a
long time, but grief doesn't work on administrative schedules and families busy with grief may delay the
process of downloading data until just before the window closes, at which point it will be deleted. The
caution is for the nominee to download and keep a local copy of the entire archive beforehand and
regard the legacy account as a temporary holding place for the archive and not as a permanent archive.
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Fig -13: Limitations and Precautions Users Must Know

The fourth restriction is scope. The legacy contact only controls data that is stored on the platform that it
is set up on. Third party applications, such as well-known messaging apps, banking apps, subscription
services, and other providers will not be covered and will need to be dealt with separately, either by the
provider or by being outlined in a formal will. A legacy contact is therefore not all digital estate planning,
but rather just one chapter. To end, users should be aware that nomination is a process that needs to be
maintained. People get divorced, nominees die and family situations change. Periodically checking
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legacy arrangements, say every year, as part of other personal administration, will make sure that the key
holder is still the one you would want.

16. WHAT READERS WILL LEARN FROM THIS ARTICLE

A reader at this point may wonder what he or she has learned, which the public hasn't learned, and why
it's important. The answer may be boiled down to a list of corrections to common and important
misconceptions. When most members of the public think about it, they assume that a loved one's online
life is simply lost, or that they can request access to the account with their loved one's death certificate.
Both beliefs are false, and instructive. The information doesn't have to be lost, since there is a free
nomination mechanism on nearly every major platform and a death certificate is useless, because
access would be granted only with the deceased's consent, which would be in the form of an access key.
These two halves of truth have been made clear to the readers of this article, and more important, that it
is the responsibility of the living user to take the decisive action in advance and no one may do so
afterwards.
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Fig -14: What Readers Will Learn From this Article

The public is also largely unaware of where the line of posthumous access is. In this article, we've made
that boundary very clear Memories pass, credentials don't. Photographs, videos, messages, notes,
contacts, and backups can pass verified nominee stored passwords, passkeys, payment details and
licensed purchases are not able to pass. Readers can thus nominate people of their choice without
worrying about passing their financial information to them and nominees can get a fair idea before
starting a request.
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Third, and crucially, there are different mechanisms for different platform some verified legacy processes
on one platform, some inactivity based data sharing with up to 10 trusted people on another, some
memorialized profiles with tribute management on another, and some documentation based processes
on other platforms, and some are slower. The practical implication of this namely that digital inheritance
has to be put in place on a provider by provider basis is not often understood, even among the most
technologically savvy users.

The readers also now understand how the keys can be lost, how access windows can expire, how co-
nominees can have unilateral authority, and how third party applications can be excluded and how easily
these can be averted with simple precautions. Most important of all, readers learn a frame of mind the
smartphone is a black box, its contents are an inheritance, and a digital will is now a commonplace
obligation, like a property will. Information like this alters behaviour and behaviour multiplied throughout a
society alters what future generations inherit.

17. CONCLUSION

Each generation has a legacy. Our grandparents left albums which could be opened by any hand, letters
which required no password, files which required no patience from their finders other than to read them.
Our generation is passing on sealed glass rectangles, wonderfully preserved from all invaders, including, if
we don't do something, those we love the most. The main point of this article has been that this is no
longer a necessity, but a choice, and that the means to opt out of it are already in almost everyone's
pocket. The legacy contact and its counterparts elsewhere in the digital ecosystem are one of the few
times in which interests are aligned, which are typically in tension. Nothing is revealed during life, and
credentials are never given away - privacy is maintained. Security is maintained as access requires a
pre-issued key, and an officially verified death certificate, which is reviewed by human security experts.
Compassion is served, as a grieving family is given photographs, messages, and memories through an
administrative process instead of years of litigation. The law is satisfied, and the courts’ guesswork is
eliminated, since the person who died has recorded their consent. There are few things in consumer tech
that require so little from the consumer in terms of time, skill and money and deliver so much without
cost, no skill, and just minutes of the user's attention.

But the potential of the feature has yet to be realised not because of any technical limitation, but rather,
simply because people are unaware of it. On millions of devices, waiting without being opened is the
settings page, which people would nominate a loved one without hesitation if they knew of its existence.
This article has attempted to turn that ignorance into information what the feature is, how nomination
and verification operate, what transfers and what never can, how parallel mechanisms work across
platforms, what limitations need to be taken into account, and why it is not only about the memory of
individual families, but also about the memory of society as a whole. What remains to be done is for
scholars, educators, professionals, and policymakers to fill the remaining gaps in research, in education,
in legal practice and in cross-platform standardisation. But for the reader the chore is much less onerous,
and it is personal. We insure our cars, lock the doors, and make wills for our possessions, and the most
thorough documentation of our lives is often left unprotected for the one thing that is sure takes less time
than to pass around a picture. Today, go to your device settings, select legacy inheritance, and appoint
someone you know, and trust keep the key with your important documents, let your family member know,
and encourage them to do the same. We all have a black box which will one day go silent. We are the
only ones who can decide whether it can be opened again or not and this is the day to decide.
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